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Report of the event organized

Academic Year: 2020-2021
Department: Information Technology Date: 28/01/2021

To,
. The Principal,
Through: The HOD (IT)
Subject: Submission of the Report of Add on course of Cyber Security for TE Students.
Respected Sir,
With above reference, we have successfully organized and completed Add on course of Cyber
Security for TE students on 18" Jan to 23" Jan,2021. The details are given below.

No. of Participants: 78

Faculty Coordinator and Members:

Sr. No. Date & Time Title Important details of events
. . 1 18" Jan to 23" Jan,2021/ | Add on course of Cyber | 78 Students attended add on
9:00 am to 5:00 pm Security N
Thanking You.
Coordinator: 1) Prof. Shradd irve
) / NG Prof. Nitin Dhawas
" ,,é ' ' Head of the Department
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MCQ for_Cyber Security

'
sonali.patil@nmiet.edu.in Switch account
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* Indicates required question
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Your answer

Email

Your answer

1) In which of the following, a person is constantly followed/chased by another =

person or group of several peoples?
a. Phishing b. Bulling

c. Stalking

() option1
Q) option2
O Option 3

O Option 4

d. [dentity theft
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5) is a type of software designed to help the user's computer detect >
viruses and avoid them.
a. Malware b. Adware
c. Antivirus d.BothBandC
(O optien1
O Option 2
O optien3
Q option4
6) Which one of the following is a type of antivirus program? *
a. Quick heal b.Mcafee c.Kaspersky d. All of the above
O Option 1
QO optien 2
(O option3
O Option 4

7) It can be a software program or a hardware device that filters all daf
coming through the internet, a network, etc. itis known asthe__:

a. Antivirus b. Firewall

c. Cookies d. Malware

O optien1

O Option 2

O option3 : 2

(O option4 e;.."" 2 2E
m i ot Dabbede 410587
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2) Which one of the following can be considered as the class of computer X
threats?

a. Dos Attack d.BothAand C

(O option1

O Option 2

b. Phishing c. Soliciting

O option3

(O option4

3) Which of the following is considered as the unsolicited commercial email? *

a. Virus b. Malware  c.Spam d. All of the above

O option1
(O option2
O option3

(O option4

4) Which of the following usually observe each activity on the internet of the %
victim, gather all information in the background, and send it to someone else?

a. Malware b. Spyware c. Adware d. All of the above
O Option 1
(O optionz
O QOption 3
O Option 4
n 7
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8) Which of the following refers to stealing one's idea or invention of others and *
use it for their own benefits?

a. Piracy b.Plagiarism c. Intellectual property rights d. All of the above

QO option1
O Option 2
O option3

(O optiona

9) Read the following fully and find out whether it is correct about *
the hacking or not? It can be possible that in some cases, hacking a computer or
network can be legal.

a. No, in any situation, hacking cannot be legal

b. It may be possible that in some cases, it can be referred to as a legal task

O Option 1

O option2

\
e ".): 10) Which of the following refers to exploring the appropriate, ethical behaviors *
@ '\ related to the online environment and digital media platform?

(@,

2)

a. Cyber low b. Cyberethics C. Cybersecurity d. Cybersafety

O option3
O option4
4
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11) Which of the following refers to the violation of the principle if a computer is *
no mgre accessibla?

7
a. Access control
b.Confidentiality
-
c.Availability

d.All of the above

O Option 1
() option2
(O option3

() option 4

12) Which one of the following refers to the technique used for verifying the o
integrity of the message?

a. Digital signature
b.Decryption algorithm
c.Protocol

d. Message Digest

O option1
. O Option 2
| O Option 3
Q) option 4
a Z
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16) In system hacking, which of the following is the most crucial activity? *
a. Information gathering

b. covering tracks

¢. Cracking passwords

d. None of the above

O Option 1
o Option 2
O Option 3

O option4

17) Which of the following are the types of scanning? *
a. Network, vulnerability, and port scanning

b. Port, network, and services

¢. Client, Server, and network

d. None of the above

O Option 1
O option2 e A
O option3 of Enrs, &

(O option 4 LT

-
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13) Which one of the following usually used in the process of Wi-Fi-hacking? *

a. Aircrack-ng b. Wireshark c. Norton d. All of the above

O Option 1
O Option 2
O Option 3

O Option 4

14) Which of the following port and IP address scanner famous among the
users?

a. Cain and Abel
b. Angry IP Scanner
c. Snort

d. Ettercap

O option1
O option2
O Option 3

O Option 4

15) Which of the following is not a type of scanning? *

a. Xmas Tree Scan  b. Cloud scan  c. Null Scan d. SYN Stealth

O Option 1
O Option 2
O option3

O option4

le. i xOPCUiig_Cal TR i3
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18) Which one of the following is actually considered as the first computer
virus?

a. Sasser
b. Blaster
c. Creeper

d.BothAandC
O option1
O option2
O option3

O option4

) Code Red is a type of

If
/A. An Antivirus Program

b. A photo editing software
c. A computer virus

d. A video editing software

O option1
O Option 2
(O option3

O Option 4
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20) In the computer networks, the encryption techniques are primarily used for  * 22) Which of the following are famous and common cyber-attacks used by ¥
5 impravingthe g ; | hackers to infiltrate the user's system?
a Security | . DDos and Derive-by Downloads
b. Performance b. Malware & Malvertising
e
c. Reliability ¢. Phishing and Password attacks
d. Lengevity d. All of the above
O option1 (O option1
(O option2 O option2
O option3 (O option3
(O option4 | (O option 4
21) Which of the following can be considered as the elements of cyber security? * 23) Which one of the following is also referred to as malicious software? *
a. Maliciousware
a. Application Security b. Badware
b. Operational Security c. llegalware
d. Malware
c. Network Security
QO option1
d. All of the above
(O option2
O option1
O Option 3

O Option 2

O option4
() option3

(O opticn4
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24) Hackers usually used the computer virus for ____purpose. &

a. To log, monitor each and every user's stroke
b. To gain access the sensitive information like user's Id and Passwords
¢. To corrupt the user's data stored in the computer system

d. All of the above
. QO option1

(O option2

O Option 3

o Option 4

25) The term "TCP/IP" stands for. )

a. Transmission Contribution pretocol/ internet protacol

b. Transmission Control Protocol/ internet protocol 1

¢. Transaction Control protocol/ internet protocol

d. Transmission Control Protocol/ internet protocol

(O option1
QO option2
(Q option3

O Option 4
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